ENTERPRISE SYSTEMS & SECURITY

Prevention is better than cure...It is cheaper in the long run, and far

less painful, to invest effectively to prevent a breach (of security) rather

than to pick up the pieces and repair the damage after the event.
— KPMG 2002 Global Information Security Survey
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Information security—the process of protecting data from unauthorized access,

use, disclosure, destruction, modification, or disruption—is a critical issue for

companies around the world. An Information Security Program is the
cornerstone of any organization’s ability to maintain a secure and compliant
information infrastructure for paper-based and electronic information.

An Information Security Program designed to meet established
international standards, such as ISO 17799, ensures an Information
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Security Program that is complaint with industry best practices.

Entium Technology Partners develops comprehensive Information

Security Programs that address information security
requirements, including risk management, incident response,
policy and procedure development, and vulnerability
management. Our enterprise approach to information
security protects businesses from security risks, both inside
and outside of the physical company boundaries.

The overall goal of any comprehensive Information Security
Program is to align company staff, business processes,
corporate policy and procedures, and technology to provide
an integrated plan to reduce risk to the enterprise and extend
the information security envelope to encompass the full lifecycle
of a company’s paper-based and electronic information.

Entium Technololgy Partners’ comprehensive
Information Security Program includes:

¢ Information security policies and procedures

e Infrastructure security

e Communications and operations management

¢ Information access control

e Incident management

¢ Business continuity management planning

¢ Regulatory compliance
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